Gntium

Business Solutions

Threat & Vulnerability Manager

Role:
Department: ICT
Salary: From £60,000 per annum

Responsible to: Chief Information Security Officer

Job Purpose:

We are looking for a Threat & Vulnerability Manager who will enable our business to
manage its information, technology and cybersecurity risks. This will be achieved by
ensuring these are well understood and that controls used to report on and manage such
events are defined, assessed, and implemented appropriately.

The post holder will lead (supported by a team of technical subject matter experts) on the
identification & management of weaknesses and cyber threats within our networks &
application landscape. This will be based on solid research of the emerging threat &
vulnerability landscape as it pertains to our technical footprint and then lead in taking
measures to strengthen security within our systems.

Main duties and responsibilities:

e Management of Cantium’s vulnerability posture, from issue identification through to
remediation.

e Has product ownership for our vulnerability management tooling.

e Improving the security posture of Cantium & its customers through driving successful
remediation efforts with teams responsible for infrastructure and applications.

e Producing monthly metrics and KPIs evidencing analysis of vulnerability risk and
remediation progress.

e Chairing Patching and Vulnerability Management forums.

e Provide leadership and direction to Cantium & its customers on all aspects of
vulnerability management across user endpoints, servers, networks and applications.

e As a subject matter expert proactively identify and drive technical, process or
organisational improvements to our vulnerability management capability.

e Responsible for assurance of all BAU vulnerability management processes.
Responsible for horizon scanning and pre-empting the risk that threats may pose to
our business and that of our customers.
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Cyber Security and Risk Management responsibilities

o All members of the Cantium Executive and Operational Committees are
accountable for ensuring the safety and integrity of the data held and processed
across their specific service tower.

e |t is your responsibility to ensure all security measures are implemented
appropriately within your specific area, in addition to ensuring that all relevant
processes and procedures are reviewed on a continual basis to comply with both
Cantium policy and standards set by the ISO 27001, Cyber Essentials Plus and other
standards as applicable.

Description of Business

The Company is dynamic and agile and is built on a new service culture based on 4 key

principles;
e Fast
e Connected
e Insight Driven
e (Customer-Led

The business model and people strategy build on these principles and will reinforce the
company’s reputation for delivering high quality back-office services to its customers.

Person Specification

Qualifications e Ability to lead on the identification, management and closure of
cyber security threats and vulnerabilities.

e Enterprise Product Security Vendor certifications are desirable.

e A desire to work towards Security certifications such as CISSP,
CISM, CISA, CEH is desirable.

e A degree in Computer Science, Information Systems, or other
related field is desirable.

Experience e A minimum of 2 years working within Cyber Security, including a

demonstratable level of knowledge & ability in Threat &

Vulnerability Management.

Skills & e Proven track record of leadership in identification, management

Abilities and closure of cyber security threats and vulnerabilities.

e Experience of managing and monitoring threat / vulnerability
systems and managing associated incident response processes.

e Experience working with or in a Computer Security Incident
Response Team (CSIRT)

e Experience with security threat / vulnerability tools, development
of threat assessments and security testing methodologies is
desirable.

e Understanding of the criticality of patch management and the
proven ability to deliver the right outcomes in this arena.

Knowledge e Ability to demonstrate an exceptional analytical skill set and
knowledge of current and evolving Cyber threats.

e Ability to lead and manage technical teams and resources in the
delivery of an agreed & defined set of outcomes.
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